Phish or No Phish?

Masquerades, Deception, and Thievery
On the web...




“phishing”

““Phishing is the act of attempting to acquire information such as
usernames, passwords, and credit card details (and sometimes,
indirectly, money) by masquerading as a trustworthy entity in

an electronic communication.”

*“Phishing is an example of social engineering techniques used to

deceive users, and exploits the poor usability of current web security

&

technologies.”
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http://en.wikipedia.org/wiki/Phishing (10/16/2012)



*Phishing

“Spear Phishing
*Clone Phishing
*Whaling

*Link manipulation

&

*Filter evasion
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Techniques

“Website forgery
“*Phone phishing
*Clone Phishing
*Tab nabbing
*Evil twins

*Click-through syndrome
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Phishing success

Phishing is profitable with only a low level of
success.

“1% of 1% of a web site’s visitors being “phished” can be highly profitable!

*8:51 PM, 10/16/2012, the “dashboard” for CA.GOV websites indicated
29,752 visitors.




Targets

G
Figure C.24

Proportion Of Email Traffic Identified As Phishing
By Industry Sector, 2011
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Phishing Attacks per Month

In August, 49,488 unique phishing attacks
were identified by RSA, marking a 17%
decrease from July. The bulk of this
decrease is a result of fewer phishing
campaigns launched against European
financial institutions which have
accounted for significant spikes in

C

recent months.

e: RSA Antl-Fraud Command Center
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Defense Trifecta

Certificate
Authority




PhiSh Or nO phiSh? Beware Of Phishing

Dian't click an links in emails that ask
for personal informotion. Mewver open
(_’x‘;\l)\ ‘\,' unexpecled atlochments. Delale suspicious
- messages, even if you krow the scurce,

*The fastest growing Internet game sweeping the

They're phishing »
for you
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What is the “threshold” used for

cklng cm Appol ment
@ is as Easy as 1-2-3

a website to get an SSL certificate =~ e e o o e ED

and a “LOCK?”

(Sslac s e from the Liat
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The Ability to Pay.
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EV Certificate

*Focuses on website owner:

Official paper trail that backs up your claim that you (1) Own that
website, and (2) Own that IP/DNS name, and (3) you are a legal

entity.

Offers visual cues for the users that the website employs an EV

certificate.
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www.wellsfargo.com

The identity of this website has been verified
by VeriSign Class 3 International Server CA -
a3,

Certificate information

Your connection to www.owellsfarge.com is
encrypted with 128-bit encrypticn,

The connection uses TLS 1.0,
The connection is encrypted using RC4_128,

with SHAL for message authentication and
RSA as the key exchange mechanism,

The server does not support the TLS
renegotiation extensicon,

Site information
Yeou first visited this site on Sep 28, 2012,

What do these mean?
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Comparison
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EV SSL Certs...

Web browser A X Auditing Entity
S\E

Has built in
Knowledge of
EV CAs

—__ / /Web Site Certificate
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How to implement EV SSL

*Get the certificate from a reputable source.

“*Educate your users!!

- Get them to check the address bar.

*Code your website cleanly!



http://www.phishtank.com/phish_archive.php



http://www.phishtank.com/phish_archive.php

Questions?
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